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Message Text 

CONFIDENTIAL 

PAGE 01 STATE 01 1316 
ORIGIN OC-06 

INEO OCT-OI AE-IO ISO-00 CCO-00 SY-05 /022 R 

DRAETED BY OC/S:W P CAMUTTRMJ 
APPROVED BY A/OC:A GIOVETTI (ACTING) 

OC/S:D LACHMAN (ACTING) 

A/OC-AE:R LOCHMILLER 
SY/T:M H MUSSER 
SY/EO:J C KOLESNIK 

024242 I62055Z/72 

R 16I945Z JAN 78 
EM SECSTATE WASHDC 
TO AMEMBASSY VICTORIA 
INEO AMEMBASSY NAIROBI 

CONEIDENTIAL STATE 01 1316 

NAIROBI EOR RCO, RSO/RTC 

E.O. 1 1652: XGDS-2 

TAGS: AFAC, ASEC 

SUBJECT: TEMPEST/EMSEC HAZARDS - OFEICE EQUIPMENT 

REF: (A) VICTORIA 0766, (B) STATE 300330, (C) STATE A-3877 
SEP 1977, (D) STATE A-748 EEB 1977 

1 . IBM ELECTRIC TYPEWRITER, MODEL XYD IS NOT APPROVED EOR 
CLASSIFIED PROCESSING. 

2. REQUEST POST PROCURE IN ACCORDANCE WITH REE C THREE 
INERTIA MOTOR MODIEICATION KITS EOR INSTALLATION IN IBM 
SELECTRIC II, MODEL 8XV TYPEWRITERS. LOCAL TECHNICIAN IS 
PERMITTED TO INSTALL THE MODIEICATION UNDER STRICT 
SURVEILLANCE OE US PERSONNEL. RTC NAIROBI SHOULD HAVE TSO 
CONEIDENTIAL 

CONEIDENTIAL 

PAGE 02 STATE 011316 

INSPECT MODIEIED TYPEWRITERS EOR POSSIBLE INTRODUCTION OE 
LISTENING DEVICES AS PART OP NEXT ROUTINE AUDIO COUNTER- 
MEASURES SURVEY. 

3. INERTIA MOTOR INSTALLATION WITT. MAKE THE THREE MACHINES 
APPROVED EOR PROCESSING CLASSIPIED. IBM MODEL XYD CAN BE 
USED EOR UNCLASSIPIED. 
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4. IF REQUIRED, EXTRACT OE REF D CONSISTING OF STEPS 1 
THROUGH 12, WHICH ARE UNCLASSIFIED, MAY BE PROVIDED TO LOCAL 

TECHNICIAN TO ASSIST AND EXPEDITE INSTALLATION. 

5. NASHUA MODEL 1220 IS AUTHORIZED EOR CLASSIFIED 
REPRODUCTION. CHRISTOPHER 

CONEIDENTIAL 

NNN 
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